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https://resources.trendmicro.com/security-assessment-service-us.html
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Register to select your preferred assessment from
within the Trend Micro Vision One console.

* First Name:

* Last Name:

* Email Address:

* Phone Number:

* Company:

* Number of Employees:
* Country:

United States v

* Data center location:

Select... v

0 = agree to the Terms of Service (Global | Japan), Privacy
Notice, and Data Collection Notice.

Data Center Location & &% P45 (FH F Singapore
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Verify Email Address
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@ Security Assessment Service

Hello,

Thank you for your interest in Trend Micro. Type the following code to verify your email address.

Verification code: JIR- 042638

Note: This code will expire on 02/18/2022 06:50:24(UTC+00).

If you did not request a verification code, contact your support provider. Please retain this email for future reference.
Best regards,

Trend Micro

Srretihim A Sc R HIEWE - 2 80Rr g Rlin 1L &8s FHY VisionOne “F-5&.

Processing

We are preparing your console, this may take some time to complete. Do not close the
browser.




FRFEIISER R g B E5 AZ( VisionOne -5

@  Trend Micro Vision One™  security Assessment C) 2-1806:42 (UTC+00:00) M [ TrendMicroTWSUPPORT

4

Which assessment would you like to run? Select one.

&) Checkall assessment reports (0)

Identlfy devices affected by the Samba Vulnerability (CVE-2021-44142)

- Quick enablement of Endpoint Sen: o ver applications for events associated with Samba

Get Started

At-Risk Cloud Mailbox Logashell Vulnerability Trend Micro Vision One
Assessment Assessment Risk Assessment

and received in the last 15 to s and server applications Try Zero Trus XDR, and more for 60
Juate the identit

omprehensive report of your attack surface with

recommendet tep

+ Continuous event monitoring with complimentary ount compromise.
access to XDR sensors including Endpoint Sensor Vulnerabiiy detection

= Anomaly detection

Start ment Start Tial

LOGIN INFORMATION:
Trend Micro Security Assess

Thank you for registering for the Trend Micro Security Assessment Service. Using the Tren
d Micro Vision One™ platform, this complimentary service offers insight into your attack su
rface, identifies potential threats in your environment and provides a detailed, downloadabl
e report with recommended response actions.

Start assessment

You have the option to extend your assessment to trial XDR sensors for endpoint, server,

email, and network to continuously monitor, detect and respond to attacks for free for 60-d
ays after sign-up.

Thank you,
The Trend Micro Team

trendmicro.com

Privacy notice
Unsubscribe from marketing communications

Trend Micro Inc. | 255 E John Carpenter Fwy, Suite 1500 | Irving, Texas 75062 USA

2022 Trend Micro Incorporated. All rights reserved. Ref. 49463
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Reset password
Email address:

Verification code:
New password G

Confirm password

Reset password

Email address:

Verification code:

New password G

Confirm password

njomutgatmvdhyaxbo@nthrw.com

4 Send verification code

njomutgatmvdhyaxbo@nthrw.com
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If the email does not arrive in your inbox or spam
folder, to resend (173s).

Submit

3y 1REND

Hello,

Thank you for your interest in Trend Micro. Type the following code to verify your email address.

Verification code: 8LJ-542381

Note: This code will expire on 2022/02/18 06:58:53 UTC+0

If you did not request a verification code, contact your support provider. Please retain this email for future reference.

Best regards,
Trend Micro



Reset passw

Email address: njomutgatmvdhyaxbo@nthrw.com

Verification code: 8LJ- 542381

If the email does not arrive in your inbox or spam
folder, to resend (119s).

New password G

irm password

Submit

Submit & X [0 5 A EHH B AIRITEEE A FHEENY Email Address

Extended detection and response
Signin

Beyond the single vector
Connecting email, endpoints, servers, cloud workloads, and networks provides a broader
perspective and a better context to hunt, detect, and contain threats.

& Account name
Correlated detection
Powerful security analytics correlate data across the customer environment and Trend Micro’s
global threat intelligence to deliver fewer, higher-confidence alerts, leading to better, earlier
detection.

Remember me

Continue
Integrated investigation and response
One place for investigation simplifies the steps to achieving an attack-centric view of an entire
chain of events across security layers with the ability to take response actions from a single
place.

Don't have an account? Creat

B A Reset fRIVEHEE A » AR ARG G eSS EUH MM ESRESIhAE - HATE
o] [ BLEE S TH /5 TN F5” Skip for now, | accept the risks”

A Security Alert

Due to the advanced capabilities of modem cybercriminals, password T

protection alone can no longer be trusted to protect internet accounts R
from unauthorized access. To adequately safeguard your Trend Micro [ Logn |
Account, turn on two-factor authentication (2FA) immediately.

What is Two-factor Authentication (2FA)? Why is this important?

2FA lets you use your mobile device to confirm your identity when If your account is compromised, criminal hackers could switch off all
signing into your Trend Micro Account. This added layer of security Trend Micro protections. They could then gain access to your personal
prevents unauthorized access to your Trend Micro Saa$S product data, business secrets, and even banking information. All your data
consoles, even if your password is stolen. could be stolen, held for ransom, or destroyed. Trend Micro highly
Leamn more recommends you enable 2FA immediately to safeguard your account.

Continue to 2FA Settings

[J Do not show this message again Skip for now. | accept the risks
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ASSESSMENT

Targeted Attack Detection *
GotoApp | § ENDPOINTS REPORTING ACTIVITY

Security Assessment >+ Endpol

© Account compromise
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Which assessment would you like to run? Select one.

&) Checkall assessment reports (0)

Identify devices affected by the Samba Vulnerability (CVE-2021-44142)
B SRSt
- Quick enablement of Endoint Sensor, which can montor endpaints and server applications for events

Get Started

|

At-Risk Cloud Mailbox
Assessment

Scan all messages sent and received in the last 15 to
30 days for all cloud mailbox users in your
environment. Trend Micro does not access or store
your domain credentials.

Trend Micro Vision One™

Log4Shell Attack Surface Assessment

he Inventory ay I the

Download Assessment Tool | | Select Endpoints From Inventory

Endpoints to be assessed:

|

Logashell Vulnerability
Assessment
deniy andpeints s sarver appications at mey
bo affected by the LogaShel vulnerabilty (CVE-
2021-44228, CVE-2021-45046, CVE 2021-45105)
B e e e Y
e
i T e
recommended next step
P s ——
access to XDR sensors incuding Endpoin Sensor

urity Assessment > LogdShell Vulnerability (CVE-2021-4422...

Download Assessment Tool
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Trend Micro Vision One
Risk Assessment

XDR, and more for 60
dovices, apps,
content in your environment to determine your
mpany. re. Learn how yourrisk score
‘compares to organizations in the same industry o
rogion.

Account compromise Cloud app activiy
 Vulnerabiy detection  * XDR detection

= Anomaly detection « Throat detoction

Start Tial

2
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Server Application Vulnerabilit



Deploy the assessment tool on more endpoints

The assessment tool scans endpoints for vulnerable versions of the Log4j library.

You can deploy the assessment tool using your preferred system utility or you can share the download link with users.

Windows Linux
View deployment instructions View deployment instructions

<& Download Assessment Tool O Share Download Link < Download Assessment Tool O Share Download Link

By downloading the Assessment Tool, you agree to the End User By downloading the Assessment Tool, you agree to the End User
License Agreement (Global | Japan). License Agreement (Global | Japan).

& Download Assessment Tool O Share Download Link

By downloading the Assessment Tool, you agree to the End User License
Agreement (Global | Japan).
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Log4Shell Attack Surface Assessment er Application Vulnerabilit

Select endpoints from the Endpoint Inventory app o install the Log4Shell Vulnerability Assessment too
Note: You can run the assessment on 5,000 endpoints. If you need to exceed this limit, contact your support provid

Download Assessment Tool Select Endpoints From Inventor
Endpoints to be assesse
1f deployed correctly, the assessment tool automatically collects and uploads d 0 update the data in the table.
Endpoint name (1) IP addre Operating system Agent GUID Last connected

Complet 172.16.207.39 Windows Ser ed70-
Standard

[ Generate Report
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Trend Micro Vision One™  security Assessment > LogaShell Vulnerability (CVE-2021-4422. (©2022-02-1807:38 (UTC+00:00) M [ TrendMicroTWSUPPORT

No vulnerable versions of the Logaj library were found on the assessed endpoints Download Report @ Start New Assessment

Expand your view of the attack surfax installing Endpoint ndpoints. Next, determir risk inde
and perform recommended actions for managing the identified risk.

Attack Surface

ssessed Endpoints Logaj Library Found A\ Patch required

OEOI;ID 050';'“

Enable real-time monitoring of endpoints Determine and manage your organization's risk index

Endpoint Sensor can continuously monitor your endpaints for events associated with LogdShell. Assess more Zero Trust Risk Insights evaluates risk factors in your environment, identifies at-risk users and devices, and

Linux, macOS, and Windows endpoints with just a few clicks. recommends prevention and remediation measures. By managing the effects of risk events and taking
measures to prevent recurrence, you can lower your organization's risk index.

Enable Endpoint Sensor
Improve your sk visibility

Details

> Patch required (0)

No Vulnerable Logdj Library (0)

> Assessed Endpoints (1)
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Download PDF

Download CSV

PDF Report f£%{,

No vulnerable versions of the Logéj library were found on the assessed endpoints

Expand your view of the attack surface by running the assessment tool or installing Endpoint Sensor on more endpoints. Next, determine
your organization's risk index and perform recommended actions for managing the identified risk.

Attack Surface

Assessed Endpoints Log4j Library Found Patch required
1 O Bo Do O Eo =0
—

Enable reaktime monitoring of endpoints

Endpoint Sensor can continuously monitor your endpoints for events associated with Log4Shell
Assess more Linux, mac0S, and Windows endpoints with just a few clicks.

Details

v Patch required (0)

Vv No Vulnerable Logdj Library (0)

v Assessed Endpoints (1)

Determine and manage your organization's risk index

Zero Trust Risk Insights evaluates risk factors in your environment, identifies at-risk users and
devices, and recommends prevention and remediation measures. By managing the effects of risk
events and taking measures to prevent recurrence, you can lower your organization' risk index.

I CISPFS17216072  IP address172.16.207.39  Operating system: 28 Windows Server 2016 Standard

More actions:

Deploy XDR sensors to enhance your visibility

CSV Report f£x{
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J @l hostname ip address file path
Al SPES17216072  172.16.207.39
3

U P A

OS version
Windows Server 2016 Sta 2022-02-18T07:38:12.000Z

Last scan time Status
Not Found
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) Trend Micro Vision One™ Security Assessment

ASSESSMENT

Targeted Attack Detection
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Which assessment would you like to run? Select one.

Identify devices affected by the Samba Vulnerability (CVE-2021-44142)

« Self-serve assessment tool for Linux devices

= Comprehensive attack surface report with recommended response actions

« Quick enablement of Endpoint Sensor, which can monitor endpoints and server applications for events associated with Samba

Get Started

|

At-Risk Cloud Mailbox
Assessment

Scan all messages sent and received in the last 15 to
30 days for all cloud mailbox users in your
environment. Trend Micro does not access or store
your domain credentials.

Start Assessment

Log4Shell Vulnerability
Assessment

Identify endpoints and server applications that may
be affected by the LogdShell vulnerability (CVE-
2021-44228, CVE-2021-45046, CVE 2021-45105)
« Self-serve assessment tool for Linux, macOS, and
Windows devices
« Comprehensive report of your attack surface with
recommended next step
~ Continuous event monitoring with complimentary
access to XDR sensors including Endpoint Sensor

Start Assessment

Trend Micro Vision One
Risk Assessment

Try Zero Trust Risk Insights, XDR, and more for 60
days. Evaluate the identities, devices, apps, and
content in your environment to determine your
company risk score. Learn how your risk score
compares to organizations in the same industry or
region.

Account compromise Cloud app activity
* Vulnerability detection  * XDR detection

© Anomaly detection © Threat detection

Start Trial
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Trend Micro Vision One™  security Assessment > Log4sShell Vulnerability (CVE-2021-4422...

Log4Shell Attack Surface Assessment

Select endpoints from the Endpoint Inventory app or install the Log4Shell Vulnerability 2nt tool
Note: You can run the assessment on 5,000 endpoints. If you need to exceed this limit, our support provider.

Download Assessment Tool Select Endpoints From Inventory

Endpoints to be assessed:

SEFESE EL IR BEEE”Run Log4) assessment Tool”

b

Trend Micro Vision One™  sccury sesessment

Select Endpoints From Inventory
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Endpoint name (7)
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Trend Micro Vision One™ —

No vulnerabe versians of the Logdj ibrary were found on the assessed endpoints

Enabe rsk-tma onkarng of endpols

Endooit Senser ca cotinuously manlo your endpons forevents assocated with LogShel.Astss mors L, macOS, and Windows endpo

Enable Endpant sensor
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